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With the accelerated informationization of local tax system, the existing 
e-government system has failed to meet the current public demand of administrative 
office because of its poor scalability, inferior usability and awkward upgrade 
maintenance process. With the setup of e-government platform, the mobile office has 
become one of the desired service systems because of its convenience, operability, 
speediness and high efficiency. As the mobile office system should be tapped into the 
intranet of local tax system through the open wireless public network and realize the 
wireless transmission of information aerially, priority should be given to the security 
of mobile office as it is applied and promoted. Since the threats from network security 
are increasingly serious today, the security of mobile office system could not be 
ignored. As mobile office cannot do without the wireless network of operators and the 
network of mobile operators, information leakage and hacker attack are on the cards. 
Therefore, to guarantee the security of information exchange in the process of mobile 
office has become the key issue in the application of mobile office. 
Based on the existing local tax system, this dissertation extends it to the 
functions of mobile communication device, including design and implementation. 
Firstly, the safety techniques related to the design of mobile office system have been 
introduced and analyzed, such as communication encryption, data encryption, attack 
prevention and so on; then the requirements on the hardware and the software of the 
mobile office system have been expounded; finally, according to the relevant 
requirements, the design and implementation of the overall structure, the network 
structure and the security structure of the system have been explained. 
At the end of this dissertation, the design and implementation of this system have 
been concluded and the deficient part of the system has been pointed out based on 
objective evaluation. 
 





























第一章 引言 ..............................................................................................1 
1.1  项目背景 ....................................................................................................... 1 
1.2  研究现状 ....................................................................................................... 1 
1.3 本文的主要内容及结构安排 ......................................................................... 2 
第二章 相关技术介绍 ..............................................................................3 
2.1  VPN 技术 ...................................................................................................... 3 
2.1.1  VPN 技术基本概念 ............................................................................. 3 
2.1.2  VPN 技术的分类 ................................................................................. 4 
2.1.3  VPN 技术的优缺点 ............................................................................. 6 
2.2  Web Service 技术 ......................................................................................... 7 
2.2.1  Web Service 数据传输基本概念 ........................................................ 8 
2.2.2  SOA 的概念 ....................................................................................... 10 
2.2.3  SOAP 消息结构 ................................................................................ 12 
2.2.4  SOAP 消息安全 ................................................................................ 14 
2.3  防火墙技术 ................................................................................................. 18 
2.3.1  防火墙技术基本概念 ........................................................................ 18 
2.3.2  防火墙的分类 .................................................................................... 19 
2.3.3  防火墙的优缺点 ................................................................................ 21 
2.3.4  防火墙的应用 .................................................................................... 23 
2.4  入侵检测技术 ............................................................................................. 24 
2.4.1  入侵检测基本概念 ............................................................................ 24 
2.4.2  入侵检测的分类 ................................................................................ 25 
2.4.3  入侵检测的优缺点 ............................................................................ 26 
2.4.4  入侵检测的应用 ................................................................................ 26 
2.5  本章小结 ..................................................................................................... 27 















3.1  业务需求 ..................................................................................................... 28 
3.2  功能需求 ..................................................................................................... 29 
3.2.1  系统应用功能需求 ............................................................................ 29 
3.2.2  系统安全体系需求 ............................................................................ 31 
3.3  性能需求 ..................................................................................................... 32 
3.4  环境需求 ..................................................................................................... 32 
3.5  本章小结 ..................................................................................................... 33 
第四章 系统设计 ....................................................................................34 
4.1 系统总体设计 ................................................................................................ 34 
4.1.1  系统设计目标和原则 ........................................................................ 34 
4.1.2  系统总体设计 .................................................................................... 34 
4.1.3  系统总体结构 .................................................................................... 37 
4.1.4  系统功能设计 .................................................................................... 39 
4.2 系统网络结构设计 ....................................................................................... 47 
4.3 系统安全体系设计 ....................................................................................... 48 
4.3.1  VPN 接入的设计 ............................................................................... 48 
4.3.2  SOAP 安全网关的设计 .................................................................... 49 
4.3.3  防火墙及入侵检测设计 .................................................................... 59 
4.4 本章小结 ....................................................................................................... 61 
第五章 总结与展望 ................................................................................62 
5.1 总结................................................................................................................ 62 




















Chapter 1  Introduction ......................................................................... 1 
1.1  Project Context............................................................................................. 1 
1.2  Research Status ............................................................................................ 1 
1.3  Dissertation Contents and Structure .......................................................... 2 
Chaper 2  Introduction to Relevant Technologies .................................... 3 
2.1  VPN Technology .......................................................................................... 3 
2.1.1  Basic Concept of VPN ......................................................................... 3 
2.1.2  Classification of VPN .......................................................................... 4 
2.1.3  Advantages and Disadvantages of VPN .............................................. 6 
2.2  Web Service Technology ............................................................................. 7 
2.2.1  Basic Concept of Web Service-Based Data Transmission .................. 8 
2.2.2  Concept of SOA ................................................................................. 10 
2.2.3  Information Structure of SOAP ......................................................... 12 
2.2.4  Information Security of SOAP ........................................................... 14 
2.3  Firewall Technology................................................................................... 18 
2.3.1  Basic Concept of Firewall .................................................................. 18 
2.3.2  Classification of Firewall ................................................................... 19 
2.3.3  Advantages and Disadvantages of Firewall ....................................... 21 
2.3.4  Application of Firewall ...................................................................... 23 
2.4  Intrusion Detection Technology................................................................ 24 
2.4.1  Basic Concept of Intrusion Detection ................................................ 24 
2.4.2  Classification of Intrusion Detection ................................................. 25 
2.4.3  Advantages and Disadvantages of Intrusion Detection ..................... 26 
2.4.4  Application of Intrusion Detection .................................................... 26 
2.5  Summary ..................................................................................................... 27 















3.1  Business Requirements .............................................................................. 28 
3.2  Functional Requirements .......................................................................... 29 
3.2.1  Requirements of System Application Functions................................ 29 
3.2.2  Requirements of System Security Structure ...................................... 31 
3.3  Performance Requirements ...................................................................... 32 
3.4  Environmental Requirements ................................................................... 32 
3.5  Summary ..................................................................................................... 33 
Chapter 4  System Design ................................................................................ 34 
4.1 Overall Design ............................................................................................... 34 
4.1.1  Objectives and Principles ................................................................... 34 
4.1.2  Overall Design of System .................................................................. 34 
4.1.3  Overall Structure of System ............................................................... 37 
4.1.4  Function Design of System ................................................................ 39 
4.2 System Network Architecture Design ......................................................... 46 
4.3 System Security Structure Design ............................................................... 47 
4.3.1  Design of VPN Access....................................................................... 47 
4.3.2  Design of SOAP Security Gateway ................................................... 49 
4.3.3  Design of Firewall and Intrusion Detection ....................................... 59 
4.4 Summary ........................................................................................................ 61 
Chapter 5  Conclusion and Prospect ........................................................... 62 
6.1 Conclusion ..................................................................................................... 62 
6.2 Prospect .......................................................................................................... 62 
References ................................................................................................ 63 















第一章  引言 
1 
第一章 引言 






















































火墙、入侵检测等；介绍了 Web Service、SOA 及 SOAP 基本概念，从而引出
























介绍，同时对系统采用的 Web Service 技术，及其中的包括的 SOAP 消息安全机
制进行介绍。 
2.1  VPN 技术 
2.1.1  VPN 技术基本概念 
VPN （Virtual Private Network）即虚拟专用网[1]，是通过一个公用网络（通
常是因特网）建立一个临时的、安全的连接，是一条穿过混乱的公用网络的安全、
稳定的隧道[1]。针对不同的用户要求，VPN 有三种解决方案：远程访问虚拟网
（Access VPN）、企业内部虚拟网（Intranet VPN）和企业扩展虚拟网（Extranet 
VPN），这三种类型的 VPN 分别与传统的远程访问网络、企业内部的 Intranet 以
及企业网和相关合作伙伴的企业网所构成的 Extranet（外部扩展）相对应。 
目前 VPN 主要采用四项技术来保证安全，这四项技术分别是隧道技术






靠第二层协议进行传输。第二层隧道协议有 L2F、PPTP、L2TP 等。L2TP 协议
是目前 IETF 的标准，由 IETF 融合 PPTP 与 L2F 而形成。第三层隧道协议是把
各种网络协议直接装入隧道协议中，形成的数据包依靠第三层协议进行传输。第
三层隧道协议有 VTP、IPSec 等。IPSec（IP Security）是由一组 RFC 文档组成，
定义了一个系统来提供安全协议选择、安全算法，确定服务所使用密钥等服务，


















传递密钥而不被窃取。现行密钥管理技术又分为 SKIP 与 ISAKMP/OAKLEY 两




2.1.2  VPN 技术的分类 
根据不同的划分标准，VPN 可以按几个标准进行分类划分[2]： 
1、按 VPN 的协议分类 
VPN 的隧道协议主要有三种，PPTP，L2TP 和 IPSec，其中 PPTP 和 L2TP
协议工作在 OSI 模型的第二层，又称为二层隧道协议；IPSec 是第三层隧道协议，
也是 常见的协议。 
（1）PPTP（Point to Point Tunneling Protocol）点对点隧道协议 
点对点隧道协议（PPTP）是一种支持多协议虚拟专用网络的网络技术,它工
作在第二层。PPTP 协议假定在 PPTP 客户机和 PPTP 服务器之间有连通并且可用
的 IP 网络。因此如果 PPTP 客户机本身已经是 IP 网络的组成部分，那么即可通
过该 IP 网络与 PPTP 服务器取得连接；而如果 PPTP 客户机尚未连入网络，譬如
在 Internet 拨号用户的情形下，PPTP 客户机必须首先拨打 NAS 以建立 IP 连接。
这里所说的 PPTP 客户机也就是使用 PPTP 协议的 VPN 客户机，而 PPTP 服务器
亦即使用 PPTP 协议的 VPN 服务器。 
PPTP 只能通过 PAC 和 PNS 来实施，其它系统没有必要知道 PPTP。拨
号网络可与 PAC 相连接而无需知道 PPTP。标准的 PPP 客户机软件可继续在
隧道 PPP 链接上操作。 
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